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1. ®faua Microsoft SQL Server
2. Consultant
3. Director / Management
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. gauloausu SQL Server Security
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1. fidszaumsailumsgua Microsoft SQL Server unthg
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1. szuudfiidinis Windows 11/10
2. Remote Desktop Connection (RDP)

3. Internet
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1. AoawUaaanduav SQL Server
o msigaimunahls MS SQL Server
- wWhlanswennsfirnuaanale (Securable)

v loshmu (Security Principal)

Msruadna (Permission)

MWsIWMSsNEANULaaasuuag MS SQL Server

msWgausmmnuuaa MS SQL Server
o MSASKATNSIANS Login

- Password Policy w1 Local Security Policy rgan1u Group Policy Object
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« e Logins 1Badn

« msuu Login {Uiflu User tugnudaya
- msayanalifegudaya
- $mmsriu Database Users §a dbo uas guest
- flavAniAendu Users

uAUANEGUav Logins #3e User Tokens

1
an

- &nathuir3aasne Linked Servers

- {sym “Double-Hop*

- Impersonation tfiziusiu Delegation
o Msdansnasi SID (simsariu uaz Orphaned Users
o $9nfiu Partially Contained Databases

o UamsAily Partially Contained Databases
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2. 9anasnu Server Role na: Database Role
« msldau Server Roles
- Ansluszeugsnnas
- Anslustiudsnnasinamialu
- $9nfiu Fixed Server Roles
 39n User-defined Server Roles
- $9nfiu public Server Role

- Ms&57 User-defined Server Roles
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« msldau Database Roles
- Ansluszsugiudaya
- $9nfu Fixed Database Roles
- marnum Database Principals T#fu Database Roles
- WUasNulaYa
« 390 User-defined Database Roles
- 9aMsiiu User-Defined Database Roles
- msld Roles luanumanimiy

o

 39nfiu Application Roles

- 9aMsniiu Application Roles

09:00 u.-12:00 u.

3. nIsniaRUQENSNsSIVAGY

« auaNAR G Objects

- KU (Security Principal)

- ndwennsfirfinunanald (Securable)

- GRANT, REVOKE, DENY
o ANulaansiuuu Table waz View

- ANudaaasiaszau Column

- ANulaamsiastAuLaITaya

- mslesuanauazuauinasiasia WITH GRANT OPTION
« ayaailiinfie Execute Code

- ANulaansiavag Stored Procedures

- ANulaansiavag User-defined Functions

- Anulaassiavag User-defined TVFs
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- ANulaamsiuvad Managed Code
o MSsAANELUSEHU Schema
- MW3sUYad User-schema

- 38msaata Object

v Sa

- MSsaNENsLu Schema
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4. n1s Audit

« muaiantums Audit msihisdaya

« 39nffu Common Criteria Compliance

- saA T SQL Server afuayu CC Compliance
« ms Audit Ineld Trigger
« ms Audit Ineil§ Temporal Tables
« ms Audit Inelld SQL Trace
o @513 SQL Server Audit

- $9nfiu Extended Event

- mMsmvum Server Audit

- Audit Actions tag Action Groups

- Msa%1a Server Audit Specifications

- Msa419 Database Audit Specifications
« 9aMsfiu SQL Server Audit

- msduAudaygams Audit Data

- Tasgasremsifiuiiufin Audit

- fleyrnAwuldvaafeadums Audit
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5. nasunUevdoya
 39nfiu Transparent Data Encryption (TDE)
- msthsHagudayase TDE
 39nfiu Always Encrypted
- mswnsramadulise Always Encrypted

« 39nfiu Dynamic Data Masking

- mstéanu Dynamic Data Masking
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